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(TS//SI//REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06/24108
software implant. JETPLOW also has a persistent back-door capability.

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical)
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(TSHSIIREL) JETPLOW Persistence Implant Concept of Operations . . ' .
(TS/SII/IREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and . . . .
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE
software implant and modifies the Cisco firewall's operating system (OS) at boot
time. If BANANAGLEE support is not available for the booting operating system, it . . . 36
can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE'’s 2
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(TS//SI//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAQO, because they pre-position access points into hard target

networks around the world.
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(TS//SI//NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon
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of which are associated with projects afmed at Iran T+
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https://theintercept.com/document/xks-counter-cne/
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UK TOP SECRET STRAP1

ROYAL CONCIERGE mEEN

A SIGINT driven hotel reservation tip-off service

From: reservations@expensivehotel.com
To: new-target@mod.gov.xx

“Thank you for reserving......

ROYAL CONCIERGE exploits these
messages and sends out daily alerts to
analysts working on governmental
hard targets

What hotel are they visiting?
Is it SIGINT friendly?

An enabler for effects — can we influence the hotel choice? Can we cancel their visit?

We can use this as an enabler for HUMINT and Close Access Technical Operations

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to GCHQ

https://www.spiegel.de/international/europe/gchg-monitors-hotel-reservations-to-

track-diplomats-a-933914.html#fotostrecke-b8e68f93-0001-0002-0000-000000103860 =
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